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If you miss any information in this help chapter or have any suggestions for additions, please feel free to 

contact us via e-mail: documentation@copadata.com (mailto:documentation@copadata.com). 

 

 

If you have concrete questions relating to your project, please feel free to contact the support team via 

e-mail: support@copadata.com (mailto:support@copadata.com) 

 

 

If you realize that you need additional licenses or modules, please feel free to contact the sales team via 

e-mail: sales@copadata.com (mailto:sales@copadata.com) 

 

mailto:documentation@copadata.com
mailto:support@copadata.com
mailto:sales@copadata.com
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  Info 

The Web Server brings project to the internet or intranet, so production data can be 

published company or trust wide. For the transfer no project adaptations are required. 

Contrary to the Web Server Pro, the Web Server only offers viewing functionality.  

The Web Server Pro offers complete viewing and operating functionality. It is possible to 

directly engage in processes over the web. 
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The zenon web client connects to a Runtime server using the zenon web server. It shows the project of 

the Runtime server, just as a normal client would do. Only difference: With the zenon web client, it is 

displayed in a browser. 

The Runtime server is the PC, where the project runs as a server project. The Runtime server manages all 

data: Project data, online data, historical data. 

zenon web server is a gateway (proxy server) that performs the following tasks: 

 Data interface (TCP/IP port conversion) between the Runtime server and the WEB client. 

 Checking the license and number of clients connected to zenon web server at the same time. 

The zenon web client is a program that runs in a browser and displays a project. 

The publishing service is a standard HTML WEB server of any manufacturer. It is necessary, so that the 

project entry page can be published. This service is not required for actual zenon web client operation. 

zenon web client does not access the publishing service. In order to avoid misunderstandings, this 

document consciously does not call it web server but always publishing service. 

  Info 

In a simple structure, the Runtime server, the zenon web server and the publishing service 

can run on one and the same computer. 

 

  Info 

The zenon web client always has the properties of the Energy Edition. However the normal 

screen is displayed when starting. 
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The zenon web server is currently available for the following operating systems: 

 Windows XP 

 Windows Server 2003 and 2008 

 Windows Vista 

 Windows 7 

 all Windows CE versions are compatible with zenon 

The zenon web server can be operated with all zenon web client versions available. 

 

 

3.1.1 Publishing service - (HTML Web Server) 

A publishing services has to be installed on the local network (for intranet applications) or on a server in 

the internet, which provides at least one web page on the internet/intranet. This homepage serves as the 

starting point for the web browser. 

Microsoft offers different publishing services for the different operating systems such as Internet 

Information Server for Windows XP / Windows Server 2003 or Peer Web Services for Windows XP 

Workstation. In addition other services such as Apache for Linux can also be used to display the entry 

page. 

Please refer to the Microsoft documentation / help to get information on how to install and configure 

the Microsoft services or other publishing services. 

 

 

3.1.2 Browser 

Microsoft Internet Explorer, version 6.0 or later, is recommended as a browser for the zenon web client. 
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  Info 

At the moment, the zenon web client can only be used with browsers that run under the 

following operating systems: Windows XP/Vista/7, Windows 2003/2008 Server. Other 

operating systems like Windows CE, Linux or others are only supported in combination with 

a terminal server. 

 

  Attention 

Internet Explorer 8: Internet Explorer 8 contains the Enable memory protection to help 

mitigate online attacks property. If this property is activated, a VBA macro can cause 

the zenon web client to crash.  

Deactivate (on page 35) this property so that VBA macros run correctly in the zenon web 

client. 

 

 

3.1.3 Requirements under Windows Vista/Windows 7 

The zenon web server requires the following under Windows Vista/Windows 7: 

 The admin server (zenadminsrv.exe) must be installed and it must be running. 

 Installation via a CAB file is no longer possible 

 The page must be added to the trusted pages in Windows Vista/7 and the protected mode must 

be deactivated. Otherwise the admin server may crash. 
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There are certain limitations with both zenon web server and zenon web server Pro: 

 The screen of type Archive revision is not available. 

 Archives cannot be read, edited or saved. 

 VBA is only available if VBA has been manually installed on the zenon web client. For detail 

information on this, please contact zenon Support.  

 The recipient database of the module Message Control  cannot be edited. 

 The Production and Facility Scheduler (PFS) is only available in versions 6.01 or higher. 

 The screen of type Variable diagnosis is no available. 

 The key combinations on buttons like F3 are not available. 

 The status information, which is displayed by pressing the right mouse button, is not available. 

 The Monitor Administration  works only with limited functionality. Thus Adjust 

resolution and Scrollbar are not available. 

 <Before the first print-out on the zenon web client, the Select printer function has to be 

executed. Here the printers for the client can be defined. These settings are saved in the 

zenon6.ini so that this procedures does not have to be executed again with each new print 

job. 

 The Industrial Performance Analyzer (IPA) module is only available on zenon web clients via an 

intranet. A connection to the data base via Internet is not possible. If there is an intranet 

connection, the data base authorizations have to be set accordingly, so that a remote computer 

can access the database as a zenon web client.  

 Acknowledgment is not permitted on the zenon web server. 

 In the zenon web client, main menus are not displayed. 

  Info 

VSTA: The web client does not support VSTA.  
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 A maximum of three zenon web clients can be connected with a CE Runtime simultaneously. 

 The zenon web server must be running on the same device as the CE Runtime to which it is to be 

connected. It is not possible to connect to a CE Runtime on another device. 

The zenon web servers for CE is licensed via remote licensing. 

  Attention 

Internet Explorer 8: Internet Explorer 8 contains the Enable memory protection to help 

mitigate online attacks property. If this property is activated, a VBA macro can cause 

the zenon web client to crash. Deactivate (on page 35) this property so that VBA macros 

run correctly in the zenon web client. 
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A distinction can be made between zenon web server and zenon web server PRO by means of the 

license. The difference lies in the fact that the WEB Server only works as a Viewer and therefore allows 

no operation (setting values, executing recipes, PFS, save settings, ...) Exception: see info). In contrast, 

zenon web server PRO permits operation. 

  Info 

From 6.22 SP1 Build5, even when using the standard zenon web server, internal 

variables (local calculation) can be written on the web client using the Send 

value to hardware function. It is not possible to write by means of inputting 

elements or VBA.   
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Um den zenon Webserver oder Webserver Pro zu installieren: 

 Legen Sie die zenon Webserver CD in das Laufwerk ein, die Installation startet automatisch. 

Falls Sie Autostart von CD/DVD deaktiviert haben, führen Sie die start.exe auf der CD aus. 

 Folgen Sie der Installationsroutine. 

 Starten Sie den Computer neu. 

The setup files for the web client can be found after installation in subdirectories of the webserver 

installation path (xxx stands for the version of zenon), e.g.: C:/Program Files/COPA-

DATA/zenonWebServer/zenon/controlversions/Versionxxx/zenon_WEB_Client_S

etup_GERMAN.EXE 

 or 

C:/Inetpub/wwwroot/zenon/controlversions/Versionxxx/zenon_WEB_Client_Se

tup_GERMAN.EXE 

The website examples (index*.html and init*.html) are also installed. They can be found in the 

subdirectory zenon of the webserver installation path, e.g.: 

C:/Program Files/zenonWebServer/zenon/index.htm  

oder  

C:/Inetpub/wwwroot/zenon/index.html 

  Info 

The webserver service is started automatically only in the licensed version. In demo mode, 

you have to start the webserver manually via webserver console. 
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zenon web server is necessary to establish a connection between zenon web client and the Runtime 

server. It can be installed on any computer in the network that has a physical network connection to the 

Runtime server. Running the zenon web client and the Runtime server on the same PC is not possible. 

However, the zenon web server can also be installed on the same computer as the Runtime server. 

Redundant zenon web servers are also recommended for redundant Runtime stations. If a zenon  web 

server fails or is stopped, the zenon web client automatically switches to the standby web server.  

 An automatic switch back - as with the Runtime server - is not carried out. The zenon web client 

remains connected to the zenon web server until either the zenon web client is restarted or the zenon 

web server is stopped or fails. Then the zenon web client tries to connect with the first zenon web server 

defined as standard.  

When using only a zenon web server, we recommend not to use it on the same PC as the Runtime server 

or the Runtime standby server, because the zenon web server would also fail in the event of a failure of 

the corresponding computer. 
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It is established via the license if it is zenon web server or zenon web server PRO. Furthermore, the 

number of zenon web clients possible at the same time is defined (concurrent use license). 

Only zenon web server PRO is available for Windows CE. This is integrated into Runtime, i.e. Runtime 

must be started in order for zenon web client Setups to run. Licensing is performed via the Remote 

Transport in the Editor with remote licensing. 

If the zenon web server is installed, there is a new icon in the Windows control panel named zenon 

WEB Server. By double clicking on this symbol, you start the configuration dialog of zenon web 

server (PRO) and can license, start and stop zenon web server. Please note that the zenon web server 

can only be started with this dialog in demo mode. 

There is no configuration dialog for Windows CE. 

  Info 

In order to start the zenon web server under Windows CE, the following conditions must be 

fulfilled: 

 Runtime must be started 

 the Network active flag must be activated 

 

 

 

zenon supports the WIBU key and Codemeter systems for licensing with a dongle. For details on this, 

read the Dongle licensing section in the Licensing manual. 

Dongle licensing is carried out via: 

 Computer-based dongle or 



12 
 
 

 

 Network dongle 

We send you a dongle. Please plug it into the same computer on which you have installed the zenon 

web server and enter the serial number and the activation number as stated on the license form on the 

License page in the zenon web server. By clicking Set New Key the two numbers are saved. You 

have to restart the zenon web server on the State page, so that the licensing is validated. 

   Attention 

The zenon web clients that are connected lose their connection in the process. The zenon 

web clients will automatically reconnect after a certain timeout. 

As an alternative to the dongle on the same computer, you could also use a central COPA-DATA 

network dongle. This can be plugged into any computer in the network.  

 

 

 

For soft licensing, you first have to get the license number of the PC, where the zenon web server is 

installed. To do this, start the License request program under Programs->COPA-DATA. 

 

You can generate a license order by clicking the License order for soft licensing button. 

Please fill in all fields. The program then generates a license order form with the license number valid for 

your PC. Please send it to COPA-DATA along with your order. You then get a license form with a serial 

number and an activation number. The license number is also on this form and has to match with that of 

your PC. 
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In the control panel, start the zenon server dialog and enter the serial number and the activation number 

as stated on the form on the License page. By clicking Set New Key the two numbers are saved. 

You have to restart the zenon web server on the State page, so that the licensing is validated. 

  All connected clients will lose the connection. The zenon web clients will automatically 

reconnect after a certain timeout. 

zenon web server licensing: 

 

zenon web server stopped: 
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zenon web server started: 

 

zenon web server Pro started: 
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Here, the zenon web server is running in demo mode with two clients. That means that only two zenon 

web clients can connect simultaneously to the Runtime server. 

 

 

 



16 
 
 

 

 

The web client has to be installed locally, so that a browser can display projects. (Please refer to the 

browser (on page 4) chapter for the operating systems). The zenon web client is mainly an ActiveX 

control displaying the information in a browser. The display is just as on a normal client. The connection 

to the Runtime server is implemented via the zenon web server using TCP/IP communication. 

The latest installation package for ActiveX Control can be found in the appropriate subdirectory after 

the installation of the zenon web server (Pro) (e.g.:C:/Programme/COPA-

DATA/zenonWebServer/zenon/Version550SP7/zenon_WEB_Client_Setup_GERMAN.E

XE), and can be prepared on a website for download. You can find further zenon web client setups on 

the zenon web server CD in the Web client versions folder; there are corresponding language 

versions for each version. 

For automatic installation, there are corresponding CAB files for each version and language in the same 

folder as the standard installation setups, for example: C:/Programme/COPA-

DATA/zenonWebServer/zenon/Version550SP7/zenWebCli_GERMAN.CAB. 

All zenon web client setups are digitally signed. So you can make them available for download in the 

internet without any problems. You will find the corresponding certificate information in the zenon web 

client setup properties. 

  Info 

The zenon web client sends error and log files. The logging server is also installed when the 

zenon web client is installed.  

 

 

 

The web server saves the Runtime files in a folder. The folder %Temp%\zenWebCli is used by default. 

%Temp% signifies the temporary file folder under Windows. This is saved individually for each user and 

can be changed under System control-> System -> Advanced system settings-> Environment variables. 
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You can define any folder you wish using the following zenon6.ini entry. You define the folder in the 

[PATH] section with the WEB_PROJECT_PATH= entry. 

 

 

With the zenon web client, you access different versions of Runtime, along the lines of Runtime 

compatibility. The version number of the web client must only be the same or higher than the Runtime 

version. 

The Runtime online compatibility makes interoperability of Runtime systems (also via web clients) in 

the zenon network possible even if the version of the client Runtime is higher than the version of the 

server Runtime. 

The current Runtime cam load projects of the following versions: 

 6.20 SP4 

 6.21 SP0 

 6.21 SP1 

 6.22 SP0 

 6.22 SP1 

 6.50 SP0 

 6.51 SP0 

Due to the multi-project administration projects from different versions can be loaded. For example the 

I-project can have version 6.50, a sub-project version 6.21 and another sub-project version 6.22 SP1. 

  Info 

It is best to always use the zenon web client with the highest service pack number within a 

version.  
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 Play audio file  

 Screen with index 

 Screen : close  

 Screen: Return to last  

 Screen: Move center  

 Screen switch  

 File operations  

 Start continuous tone 

 Stop continuous tone  

 Print a hard-copy  

 Print current values  

 Print report  

 Select printer  

 Focus : activate input to the element with the focus  

 Export archives  

 Export data  

 Export report  

 Focus: set to frame  

 Focus: Set  

 Focus: Delete from frame  

 Login  

 Login without password  

 Logout  

 Show menu  

 Monitor assign  
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 Reload  

 Change password  

 Show PCE  

 Close the frame  

 Script : execute  

 Script: select online  

 Language switch  

 Start program  

 Overview Window  

 Read time from variable  

 VBA Execute Macro   

 VBA Show Macro Dialog  

 VBA Show Visual Basic Editor 

  Attention 

Internet Explorer 8: Internet Explorer 8 contains the Enable memory protection to help 

mitigate online attacks property. If this property is activated, a VBA macro can cause 

the web client to crash.  

Deactivate (on page 35) this property so that VBA macros run correctly in the web client. 

  Info 

The web client does not support VSTA. 
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In order to access a Runtime server via the Internet/Intranet the project must be a server project. 

 

 

 

 

The Runtime has to be started as a server. This is configured in the project configuration in the property 

page Net. The option Use project in network must be activated in order to be able to use the project 

in a network.. Using the Buttons the PC, which is the server for the project, is selected. This PC 

lateron has to be stated in the HTML – project entty page (e.g.: Globalvars.js, see Configuration of 

the example page (on page 29), so that the connection can be established. 

 

You will find more information on the network possibilities and settings in the chapter Network. 
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The Runtime has to be started as a server. This is configured in the Editor in the project properties in the 

section Net. In order to be able to use the project in the network, the checkbox Net active has to be set 

and under Server the computer name of the Runtime server has to be entered. This PC lateron has to be 

stated in the HTML – project entty page (e.g.: Globalvars.js, see Configuration of the example 

page (on page 29), so that the connection can be established. 

 

You will find more information on the network possibilities and settings in the chapter Network. 

 

 

At the moment not all functionalities of the Monitor administration are available at the zenon web 

client. So e.g. the functionality Adjust resolution is not executed. So already while creating the project 

you have to care fro the correct screen resolution. 

The zenon web client normally uses the screen size set for the project, which you can set in the monitor 

administration in the General tab under Screen size. 

It is possible to scale the resolution using a zenon web client property. See chapter Configuration of the 

example page (on page 29). 
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With the help of the zoom property, the zenon web client can be zoomed to the size of an ActiveX 

element. 

 

Please be aware, that the browser always needs a certain part of the screen for the menus and the 

scrollbars. So the display area that is available to the zenon web client is therefore always smaller than 

the defined monitor resolution. If you want to display the project in a full screen in the browser, we 

recommend setting the screen size smaller as the actual one on the zenon web client ; e.g. monitor 

resolution on the zenon web client PC 1024x768 pixels -< screen size in monitor administration 800x600. 

  Info 

If you want to use the multi-project administration on the zenon web client (start several 

projects simultaneously), the screen size has to be the same for all projects! 

If you want to use a multi-monitor system in the monitor administration, we recommend to define the 

standard profile in the way, that all monitors are mapped to the main monitor (see tutorial "Monitor 

administration" -> configuration computer specific, client). Otherwise the process screens are opened as 

defined in the profile, on different real monitors. (These then are outside the visible area, you can 

however scroll to them). 

  Info 

As a default the profile 'Standard' is always loaded on the  zenon web client, except when 

you enter another monitor profile in zenon6.ini. 
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The zenon web client supports all network functionalities like a normal client. So also all sub-projects are 

loaded, if an integration project is defined as the start project. Please be aware that the client PC also 

requires the same memory and hardware as a normal client. 

Also redundant Runtime servers are supported. The zenon web client automatically changes to a 

standby Runtime server after a Runtime server failure. 
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A project start page is required, so that web browser can start the zenon web client und this can then 

connect to the corresponding Runtime server. This page contains the necessary code. Java Script is used 

as a script language. Java Script must therefore be activated in the browser! 

Also the zenon web client must also be installed locally on the computer on which the web browser is 

executed. 

We recommend creating a project start page (default.htm) with two hyperlinks: A hyperlink 

enabling the download of the zenon web client setup and a second hyperlink that opens the page that 

opens the project start page, with which the connection to the zenon web server and the Runtime server 

is made. 

 

 

 

As the index.html page supplied with zenon web server CD is more complex than would be necessary for 

a minimal configuration, you can find an example of a default .htm for a minimal configuration below. 

This configuration consists of two links for the project entry (manual/auto) and two additional links for 

the download of the zenon web client setup. 

<html>  

<body>  

<a href= ../ init_auto . html >LINK_FÜR_PROJEKTEINSTIEGSSEITE_AUTO</a>  

<a href= ../ init . html > LINK_ FÜR _PROJEKTEINSTIEGSSEITE _MANUEL</a>  

<a href= ../ Controlversions/verison620SP4/ zenon _ WEB _ Client _ Setup _ GERMAN . 

EXE >  

LINK_ DOWNLOAD_WEBclient></a>  

</body>  

</htm> 
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When zenon web server is installed, an example for a project start page with hyperlinks for download 

and for a project start page is installed. 

Directory structure on the hard disk: 

 

In this example the pages index.html, init.html and init_auto.html are in the directory  

C:/Programme/COPA-DATA/zenonWebServer/zenon. 

If an Internet Information Server is already installed on you computer, the setup automatically creates 

the folder zenon in the directory wwwroot of the IIS. 

The index.html is the project entry page. The init_auto.html is executed for automatic zenon web 

client installation in the configured language. The init.html file is executed  for the classic (manual 

installation) project start page with zenon web client. 

 

 

11.2.1 The index.html page 

The page index.htm is the start page for our example. (Default is English, but it can be switched directly 

to other languages). 

  

The links for the manual installation of the according language can be set in the according index file.  

For the automatic language selection the default language is defined in Globalvars.js. 
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The links allow the opening of the WEB client in the different screen sizes and the installation of the 

WEB client. 

You will find additional explanations direct on the example page. 

 

 

 

11.2.2 Standard zenon web client installation 

Usually the zenon web client has to be downloaded from the publishing service and installed on the local 

computer before the zenon web client is started for the first time. For each language, there is a different 

setup for the corresponding version. You can find details on this in the zenon web client. 

You will find corresponding examples for downloading the zenon web client setup in the index*.HTML 

pages. In the easiest case such a hyperlink looks like below: 

< a href = ../ Controlversions/version620SP4/ zenon _ WEB _ Client _ Setup 

_ GERMAN . EXE >< br > LINK _ DOWNLOAD _ WEBclient > 

 

 

11.2.3 Links to the standard project entry page 

In our example, a standard, a full screen and a new window mode are available for the start of the zenon 

web client: 

The zenon web client and therefore the project is displayed within the HTML frameset. 

<html>  

<head>  

</head> 
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<body>  

<a href= ../ init. html >Link_für_Stardard</a>  

</body>  

</html> 

The zenon web client and therefore the project is opened in an new browser window in full-screen 

mode, with the help of a Java script. The path ofindex.html is globally defined in the Java script 

function. 

<html>  

<head>  

<script>  

<!--  

function fullwin(){  

window.open( ../projekt_M.htm ,,fullscreen)  

}  

//-->  

</script>  

</head>  

 

<body>  

<a href=# onclick=javascript:fullwin()>Link_für_Fullscreen</a>  

</body>  

</html> 

The zenon web client and therefore the project is opened in a new browser window in normal mode. 

<html>  

<head>  

</head> 

<body>  

<a href= ../ init . html target=_blank>Link_für_Stardard</a>  

</body>  

</html> 
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11.2.4 Automatic zenon web client installation using CAB file 

With automatic installation, no manual download and no manual installation of the zenon web client is 

necessary. In the same way, the update to a newer version of zenon web client can be automated. 

The zenon web client is installed using a CAB file. On the first opening of the project entry page the CAB 

file is downloaded from the publishing service in the background and directly embeds into the Internet 

Explorer. 

Depending on the speed of the connection to zenon web server, it can last from some seconds up to 

several minutes until the CAB file is loaded and embedded in the browser in the background. During this 

time, an empty browser window is displayed. 

  Info 

This type of installation is only possible with the Internet Explorer! Limitation: Under 

Windows NT4.0 / Windows 95/98/ME this solution does not work. 

 

  Info 

If the data of the Industrial Performance Analyzer is to be exported to the zenon web client 

using the .xsl style sheets, the .xsl style sheets must first be transferred to the zenon web 

client computer by hand. This only applies to automatic installation with a CAB file. 

The current zenon web client version (installed using the CAB file) can be uninstalled or checked in 

Internet Explorer via the menu Extras->Internet options under the General tab in Browsing history-

>Settings->View objects. 
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11.2.5 Configuration of the example page 

The zenon web server is also installed during setup: in the folder Config the configuration file 

Globalvars.js can be opened in the notepad. 

In order to adjust this page for your project you have to replace the placeholders in the following way: 
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Project name Enter the name of the project. Please be aware, that the project has to run 

as a server project on the defined Runtime server PC! 

Runtime Server 

Name 

Enter the computer name of the Runtime server. The name has to match 

with the name entered as the server name in the project properties. See 

also: Project configuration zenon 5.x (on page 20) and Project 

configuration zenon 6.x (on page 21).  

If the project is redundant, only the name of the server may be entered 

here and not the name of the standby server. The name of the standby 

server is saved in the project.ini file of the project 

that the zenon web client gets on its first 

connection to the Runtime server and which it then 

keeps locally in the cache. This means, that for 

the first connection to a redundant project the 

Runtime server has to be online. For each further 

connection, the redundancy concept then will work, 

i.e. the zenon client first tries to establish a 

connection to the Runtime server. If it cannot be 

reached, it automatically connects to the standby 

server. 

Web server name Enter the name of the zenon web server computer. (Not the name of the 

publishing server.) 

Initfunction Enter the name of the function which should be executed when the clients 

are initialized (started). Take care that the spelling equals the spelling of 

the function names in zenon (case sensitive). 

Zoom The value can be 0 or 1. The zoom adjustment is only considered on 

initializing, not when the Runtime is running. 

  If a certain size is needed, it has to be defined by the ActiveX control. 

Cabpath Path for the automatic installation 

 

  Info 

Please make sure that the project name and the computer names of the zenon server and 
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the Runtime server are always entered in capitals; for example: PROJECT_1 and PC_WEB.  

The computer names must also be entered without a domain suffix: e.g.: PC_WEB and not 

PC_WEB.COPA-DATA.COM.  

As in the entire network of the control system the name resolution has to work. You can 

find details on this in the Network chapter. 

 

If, in addition to the zenon Runtime server, the zenon web server is also redundant, you have to install 

and license two zenon web servers on different computers.  

You have to enter both WEB servers separated by a comma when declaring variables on the HTML page 

:  

var WEBSERVER = WEB-SERVERNAME,WEB-STANDBY-SERVERNAME; 

Additional parameter  

A function can be executed when the web client is started using the InitFunction parameter. Instead of 

'Init', the name of the desired start function has to be entered in inverted commas. Not the name of 

the function type; but the freely definable name of the function.  

The width/height parameters define the size of the scroll bars (zenon web client) in the browser. 

Default is 100%: 

  Info 

If they are set to 105%, the scroll bars of your project are moved to the invisible area of the 

browser.  

The ScrollV und ScrollH parameters define where the browser should scroll when the 

zenon web client is started. Default is 0. You can use this settings, if you button bar is at 

the bottom of the project. Then you can scroll the browser there automatically when 

starting the project. So the users see the button bar immediately when starting the projects 

and do not have to scroll there first. 

It is possible to implement a web client control (CD_IClient) with the help of an external application (e.g. 

VB, C# etc.) without using the standard web client by means of the Internet Explorer. 

Create: in accordance with the specified parameters (project, server, web server) a connection can be 

established with the help of "create". With this the connection to the Runtime server is started 

(ActiveX initialized).  

GetApplication: Access to the zenon COM objects (VBA interface) of the Runtime. With this it is 

possible to access the Runtime objects of the active zenon project (Application.Projects.Item. ...) 
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You can start and test the zenon web client at any time by double-clicking the init.html page. 
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<You need administrator rights to install and configure the zenon web server (entering the serial number 

and the activation key). For the actual operation: As the zenon web server runs in the background as a 

service (in the context of the SYSTEM user), no user has to be logged in for operation. It therefore does 

not matter which Windows user rights the logged in user has. 

With zenon web client, it depends how it is installed: 

 Manual installation: For the installation you need administrator rights. For the operation the 

normal user rights are sufficient. 

 Automatic installation with CAB file: For the installation main user rights are necessary, for the 

operation normal user rights are sufficient. 
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If the browser displays an Init Runtime Error, there are several possible reasons for that: 

 The path stated for the CAB file of the zenon web client is not correct. 

 The security settings of the browsers avoid correct execution of the ActiveX control. See 

Microsoft Internet Explorer documentation. 

 Automatic download of the CAB file under Windows NT4.0 is not possible. 
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If the browser only displays an X after opening the project start page (see screenshot), the ActiveX 

control (zenon web client) is not installed correctly. 

 

 

The web client is ended with an exceptional error if VBA macros are contained in the project.  

Microsoft Internet Explorer has a setting for memory protection from version 8. If this is active, 

executing VBA macros leads to an exceptional error and Internet Explorer ends. 

Deactivate the memory protection in Internet Explorer at: 

Extras->Internet options->Advanced->Enable memory protection to help mitigate online attacks 
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'The automatic zenon web client installation is only available for Microsoft Internet Explorer! Please use 

the manual for Netscape Navigator! 

This message can only occur when using the Netscape Navigator. Because the automated zenon web 

client does not support installation with the CAB files. 

 

 

 

 

If the browser displays an Init Runtime Error, there are several possible reasons for that: 

 Runtime on Runtime Server is not active 

 SERVERNAME in Globalvars.js is spelled or defined incorrectly (always use CAPITAL 

LETTERS). 
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 PROJECTNAME in Globalvars.js is spelled or defined incorrectly (always use CAPITAL 

LETTERS). 

 The zenon web server is not started. 

The file zenNetErr.txt can be used for error diagnosis. This file contains network information 

recorded by a logging function. 

 

 

 

 

Message to the zenon web client, if more clients than licensed attempt to connect to the zenon web 

server. 
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To integrate the zenon web server into an internet environment, you must take the following points into 

account: 

Usually the internet is separated from the local network (LAN) with a firewall. This firewall can be a PC 

or a configurable router. All in- and out-going IP packages go through this gateway station (firewall). 

 Port 1102 on the firewall must be open for incoming packages, so that a zenon web client 

can access a zenon web server and therefore access a Runtime server. 

 NAT (Network Address Transformation) must run on the gateway station. NAT transforms 

the internal LAN address to the address of the gateway station. If, for example, somebody 

surfs inside the LAN, it always looks as if the gateway station were sending the requests 

from outside. 

 Static IP address for zenon:  

The firewall on the gateway station has to be configured in such a way that all incoming 

packages for port 1102 are automatically sent to the station with the zenon web server. 

That means: This station must have a static IP address. 

 The project.html page has to be adapted in the following way so that the zenon client 

knows which station to access in the internet: 

 Under web server VALUE= WEB-SERVERNAME, the computer name of the gateway station 

(the station visible from the internet and not the computer name of the real zenon web 

server) has to be entered. The real web server is not visible from the internet. The gateway 

station then automatically forwards the requests from the zenon web client to port 1102, 

then automatically to the real zenon web server. 
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